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How to collect security logs and set up
automated reporting in Microsoft Sentinel

12/12/2021 0 Comments

If your organization is already using Microsoft Sentinel as the SIEM solution of choice, it is also
important to stay updated on what security events or anomalies may be taking place. While
Sentinel itself has the capability to show statistics in its overview window, seeing this
information requires using the Azure portal. How to have this information visible outside as
well and to be able to receive email notifications on security anomalies?

Components or knowledge that are needed for this guide are:
+ Microsoft Sentinel set up in a Log Analytics Workspace (LAW)
« Azure Logic App
« Aresource to monitor (VM, physical device)

« KQL (Kusto Query Language)
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Data collection

Two methods to bring data to the LAW are, depending on where your data to be collected

resides, are to either use data connectors in Sentinel, or configure agents in the LAW.

In the first case, you can connect specific services with

Configuration

built-in connectors in Sentinel by going to Configuration-

>Data Connectors.

This menu is where you set up a connection to other & Analytics

Microsoft services, such as Endpoint Manager or Office

Watchlist
365, or to vendor-specific firewalls that you wish to collect

logs from. %5 Automation

Settings
g:

In the second case, which is especially used when collecting system event or security logs, the
connection location is in the LAW->Settings->Agents Configuration. Here you can define which
logs to collect from machines are set up as agents. Downloadable agents can be installed in

Agents management above it.
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Now the information is being collected and is available for further use in the LAW.

Scheduled email reporting

Using this information, scheduled reports can be generated and sent automatically with a
chosen frequency (daily, hourly..) , and this is achieved through the use of Azure Logic Apps.
Logic Apps are used for automating workflows, and are perfect for automated querying and

report generation so that users do not need to do it manually.
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The first step is to create a new Logic App. This can easily be

done by using Azure's search bar to search for Logic Apps, and

selecting "Add". Logic apps #

82 Manage view v

Next, it should be given a sequence of steps you are looking to automate and execute. The first
to define is the trigger or the starting point; on what basis does this app begin operating? In
this case we are looking for a scheduled report, so we select Recurrence, and set it to a 1 day

interval:

Recurrence (0]
“Interval “Frequency
1 Day v
Start time 2021-11-20T15:00:007 ~
Add new parameter v

Next, you select "Run query and list results” from the list of actions. Choose the appropriate
subscription, resource group, type and name for the LAW that you are using. Then, provide it
with the KQL query you wish to query: in this example, security event logs are queries for
specific events involving Powershell activity, and a number of columns are chosen to be

displayed. Finally, choose the time range you wish to query (if not already defined in KQU):

n Run query and list results o -

~Subscription
~Resource Group
“Resource Type

~Resource Name

*Query SecurtyErent
| where EventiD

688 and isnotempty(Commanding) and CommandLine
e “powershell

| project TimeGenerated, Account, Computer, Commandline

| order by TimeGenersted dsc

*Time Range Lt 7 s v
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At the bottom of the query box, use the +-symbol to create the next step in the sequence, and

search for "Create HTML table" as the action. Here, select “value" from the list of dynamic

contents to use the values created by the previous step. Leave columns as automatic.
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Then, create another step for the action "Send an email (v2). Here you define what you wish to
include in the email to be sent:

-Body: a description of what the email is about

-Subject: a suitable title for the email

-To: email address(es) this email will be sent to

Then click "Add new parameter” and select "Attachments" to add attachments to the email. Here
we can use the output of the previous step where HTML tables were created, so select "Output”
for the query in dynamic content. Finally, give the attachment a fitting name with the correct

file type (if you used Excel tables instead, remember to use that here as well).
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The report is now ready to be sent. You can run it at will by using the "Run trigger” option:

Home > Logic apps > SentinelReportingLogicApp >

Logic Apps Designer

rd |I> Run Trigger

The app checks all steps and tries to run them; check marks in green mean the step ran

ner </> Code view

successfully, red crosses stand for errors. Usually errors are faults in the KQL queries, so it can

be a good idea to check the spelling there. Once every step is successfully run, the email will be
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Finally, we can go and check our email folder to verify that we have indeed received the report

successfully:

Microsoft Sentinel daily security reports

@ This message was sent with Low importance

reportl.html
e

This is an automated message from Azure Logic Apps that contains the following security report:
~report1.html lists all users with Powershell activity

Conclusion

Reporting is an invaluable tool to help gain more insight into the security events in your
organization, and the best method for that is through automation. This how-to guide has
hopefully helped you understand the capabilities of Azure Logic Apps and how they can provide

an easy means to generate automated reports and in turn, more visibility into what is taking

place in your Azure environment.





